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NOJINTUKA 3A NOBEPUTENHOCT
HA ,,CNEKTPU“ EOOO

B cuna om 25 mat 2018 e.

Hwe, ,,CMEKTPU*“ EOOLO (,Hue“ wunm
~AOMUHUCTpaTopa“), B OTOEeNHN criyyan
cbbupame w©n ob6paboTBame nUYHWM OaHHU Ha
du13nMYeckn nuua, Hawn KIWMEHTW, KOHTPareHTw,
NpeacTaBuUTENM WM CAYKUTENW Ha Takuea, Wnu
APYrM KOHTakTM Ha Obnrapckuss nasap (,Bue”).
Hve cme HasfiCHO C OTrOBOPHOCTTa,  KOSATO
nmame, Aa ce rpwxum 1 ga 3awmtaBame Bawwute
NWYHM OaHHW, da W3NbfHABaME MPUIOKUMOTO
3aKOHOAATENCTBO B obnactta Ha
NOBEPUTENHOCTTA M 3alinTaTa Ha NIMYHUTE AaHHW.

C Hactosawarta [lonuTMka 3a NOBEPUTENHOCT
(“Monutuka“), ouxme xenanv na
Bu 3ano3HaeM C Ha4yMHa, No KOWTo cbbupame
N non3Bame JNUYHUTE  [OaHHW, Kouto cTe
HU npegoctaBvMnn. MonuTtukata onMcBa Kakeu
MeTtoau npunara un 3a kaken uenun ,CIEKTPU*
EOOL cbOTBETHO HalMTEe OOCTaBYMUM Ha YChyru
obpaboTBaTt MHopmMauusaTa, cbbpaHa oT u 3a Bac
Mpu CKMOYBaHe Ha AOroBOpPW, UMW Mpu MOn3BaHe
Ha ycnyrm npes yebcavita http://
www.spectri.bg/ (,Yebcanta®).

BaxHo!

lMpoyeTeTe BHMMaTenHo Ta3u [lonutuka. TA
npegoctaBa BaXHa WHQOpMaLMs 3a ToBa Kak
obpaboTBame nWMYHM JaHHU KM 0bsicHaABa Bawwute
3akoHOBM npaBa. Tasu [lNonutnka He uenv ga
NMPOMEHs YCroBUsITa Ha KOWTO M da 6uno goroeop,
CKIMIOYEH C Hac, HUTO npaBaTa, KOMTO umare, unu
HalIMTe 3aObIDKEHMS, CbIMACHO MPUIOKUMUTE
3aKOHW 3a 3alMTa Ha NTUYHUTE JaHHW.

MpepoctaBankn Bawute nMYHM  JaHHWU UK
nanons3sankn Yebcanta, Bue Hu ce gosepsiBate u
AoOpOBONMHO  MpuemaTte  ycrnoBusiTa Ha  Tasu
MNonuTtuka.

PRIVACY POLICY OF
SPECTRI LTD.

In effect since 25 May 2018

We, SPECTRI LTD (“we” or the “Controller’) in
separate instances collect and process personal
data of individuals, our clients, counterparties,
representatives or employees of such or other
contacts on the Bulgarian market (“you”). We are
aware of the responsibility we have to take care of
and to protect your personal data, to comply with
the applicable law in the area of the privacy and the
protection of the personal data.

By this Privacy Policy (the “Policy”) we would like
to familiarise you with the manner in which we
collect and use the personal data you have
provided to us. The Policy describes the methods
applied and the purposes for which SPECTRI
LTD., respectively our service providers,
process the information collected from and
about you upon entering into contracts or

upon using services through  the  website
http://www.spectri.bg/ (the “Website”).
Important!

Please, read carefully this Policy. It provides

important information about how we process
personal data and it explains your legal rights. This
Policy is not aimed at amending the terms and
conditions of any contract, entered into with us, or
the rights you have or our obligations under the
applicable law for personal data protection.

By providing your personal data or by using the
Website you rely on us and voluntarily accept the
terms and conditions of this Policy.



spectr!

Cneyuaaucmume no wym u Bubpayuu

1. ADOMUHUCTPATOP

1.1 ADMUHUCTPATOP Ha NNYHUTE OaHHU €
,CMEKTPU“ EOO[l, cbc crnegHuTe gaHHW:

1. CONTROLLER

1.1 The personal data Controller is SPECTRI
LTD. with the following details:

Cepanuuwe

MpeactaBuTeneH ocpuc

Jnue 3a KOHTaKT c
AaMuHUCTpaTOopa NO BCSAKaKBU
BBbNPOCU, CBBP3aHU C JINYHU
OaHHN:

rp.Cocums, CtyaeHTCKM
Komnnekc,

ynuua ,baky" Ne 5A, etax
Ne5, ocuc 5-2,3

Ten.: +359-2-9630464;
chakc +359-2-9631074
Nmenn: office@spectri.bg

rp.Cocpusa, CtyaeHTCKU
Komnnekc,

ynuua ,baky" Ne 5A, eTax
Ne5, odmc 5-2,3

Ten.:+359-2-9630464
dakc:+359-2-9631074
Wmenn: office@spectri.bg

Mar. NHX Bopuc Mwuxawnnos,

rp.Codomsa, CtygeHTckm Komnnekc,
ynuua ,baky" Ne 5A, etax Ne5,
oduc 5-2,3

Ten.: +359-2-9630464
Wmenn: boris@spectri.bg

Seat Representative Office Contact person of the Controller
for any matters related to
personal data:

1700 - Sofia, Student 2;700 I- Sosff, BStlgdent Boris Mihaylov, MEng

Complex, 5A Baku| Lomplex, aKu ,

Street. office 5-2. Street, office 5-2, 1700 - Sofia, Student Complex, 5A

Tel.:+359-2-9630464;
Fax: +359-2-9631074
Email: office@spectri.bg

Tel.:+359-2-9630464;
Fax: +359-2-9631074

Email: office@spectri.bg

Baku Street, office 5-2,
Tel.: +359 2 4893 691
Email: boris@spectri.bg

1.2 ,CIMEKTPW* EOOL kato agmuHucTtpatop Ha 1.2 Spectri
NIMYHU OAHHU HOCK OTTOBOPHOCT 3a MPaBUITHOTO U is
3aKOHOCbOOpasHo obpaboTBaHe
OaHHW, KOUTO MpPefocTaBsTe NpPU CKIOYBaHE Ha
AOroBOpW, UMK Mpu MNON3BaHe Ha ycnyrn npes

Yebcavita unm Ha gpyrm Hawu ycnyriu. ours.

LTD. as personal data controller
responsible for the
Ha nuyHuTe processing of the personal data, which you provide
upon entering into contracts or when using
services through the Website or other services of

correct and

lawful
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2. KAK CBbLBUWPAME BAWUUTE J§NWYHU
OAHHU

,CIMEKTPW* EOO[ moxe na obpaboTtea
BalunTe NUYHKM aaHHNM B cnegHuTe crydvau:

e AKO ce cBbpXeTe C Hac [OUPEKTHO,
HanpMMmep 4pe3 nocelleHMe Ha Haw
oPUC NN NPOM3BOACTBEH OOEKT, unu
ypes3 AaHHUTe 3a KOHTaKT Ha YebcanTa,
n npegocrtasute BawwuTte gaHHuM, 3a ga
novckate wuHopMaums 3a Hawwute
NPOAYKTM M YCNYyrM UnM ga OTroBOpuUM
Ha gpyro Bawe nutaHe;

¢ AKO NpenocTaBuTe AaHHUTE CU NpU
ckntouBaHe Ha gorosop ¢, CIMNEKTPU* EOOL;

e Ako KynyBaTe npoAaykT MWnM ycnyra
[MPEKTHO OT Hac;

e Ako Tpetm numua (Hawu  BGusHec
NapTHbLOPM)  U3BbPAT  MO3BOJIEHO
npexBbpnsHe Ha nuuHUTEe Bu AaHHM
KbM Hac.

Ako npepocraBsaTe MHGoOpMaUMs OT UMETO Ha
apyro nuue, Tpsbea ga ce yBepute, Ye Ha ToBa
nnue e 6una npegoctaBeHa Tasu lMonuTuka n
Yye ca crnaseHu U3UCKBaHUATa Ha MPUNOXUMOTO
3aKoHopaTencreo, npean pfa npegdocTtaBuTe
MHopmMaumaTa.

AKo cTe Ha Bb3pacT nog 14 roguHu, MOnA He
HU npepgocTaBanTte Bawa wnH¢popmaums,
OCBEH aKo HsiMaTe pa3spelleHUeTo Ha
pooauTen wunNU HACTOMHUK p[a HamnpaBuTe
ToBa.

Monum 3a BaweTto cbaencTemne aa
nogobpxame BalwaTta mHdopmauus aktyarnHa,
Kato HU MHdopMUpaTe 3a BCSAKaKBM MPOMEHU
BbB Bawmte nuyHu gaHHu.

3. KAKBU NNIW4HUN OAHHU CBBEUPAME

CJ'Ie,EI,HVITe Kateropym Jnn4yHn AgaHHM Mmorat 3a

2. HOW WE COLLECT YOUR PERSONAL DATA

Spectri LTD may process your personal data in
the following events:

e If you contact us directly, for example,
through visiting our office or production site
or through the contact details on the
Website and provide your personal data in
order to request information about our
products and services or for us to respond
to another enquiry by you;

e If you provide your data upon entering into a
contract with Spectri LTD

e If you purchase a product or service directly
from us;

e If third parties (our business partners) make
authoriced transfer of your personal data to
us.

If you provide information on behalf of another
person, you need to ensure that this person has
been provided with this Policy and that the
requirements of the applicable law have been
complied with before you provide this information.

If you are under the age of 14, please, do not
provide us with your information, unless you
have the permission of a parent or legal
guardian to do so.

We would like to ask for your assistance in order to
maintain your information up-to-date by informing
us about any changes to your personal data.

3. WHAT KIND OF PERSONAL DATA WE
COLLECT

The following categories of personal data may be
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Obaar cbbpaHu OT u 3a Bac B 3aBUCMMOCT OT
TOBa [anu CTe Hall KNMUEHT, KOHTPareHT U KakBu
HalLW ycryrv nonssaTte:

e OTHOCHO (m3nyeckata WAEHTUYHOCT -
umeHa, EMH, pgaHHM OT nuyHa KapTa,
TenedoH, agpec Ha eflekTpoHHa nolua,
obpas;

e OTHOCHO MKOHOMMYECKa WMAEHTUYHOCT -
nHdopMauus 3a 6aHKOBU CMETKM;

e UHTepecn — wHopmaumsa, KOATO HU
npegocrasaTe 3a Bawwunte uHtepecy;

e /Hdopmauns
NHopmauus
BKMIOYUTEINHO  KITUEHTCKU
HOMEp Ha  [OoroBop, [JaHHuM  3a
yAOBNEeTBOPEHOCTTa Ha KnueHTa,
BKITHOUUTENHO Xanbu u npeTeHuuu.

3a
OTHOCHO

npoaaxoun—
MOKYMKMU,
HOMEp U

4. KAK MOIAT OA BBOAT OBPABOTBAHU
BALUWUTE NMN4YHUN OAHHU

O6paboTtBaHeTo Ha Bawute nUYHM OaHHW,
CbrnacHo OEencTBaLLoTo Obnrapcko
3aKOHO4ATENICTBO U NPUHUMMNUTE Ha paMKOBUTE
avpekTmBm Ha EBponenckust cbio3 3a 3awmra
Ha uMHopMaumata M B 4YacTHocT Ha O6wwms
pernaMeHT 3a 3awuta Ha JNYHUTE [OaHHM
EC/2016/679 (,PernameHTa“), TpsibBa ga obae
000CHOBaHO CbIMacHO eQHO OT HAKOSKO MpaBHU
OCHOBaHUSI MU OT HAc Ce U3NCKBa [a MOCOYUM
LenMTe W OCHOBaHMATA 3a BCAKO eOHo
nonseaHe Ha Bawunte gaHHu.

4.1 YnpaxHsiBaHe Ha npasaTa W 3agbikeHndarta
Ha ,,CIMEKTPU“ EOO[, Bb3HMKHaANM B pe3ynTtaT Ha

CKntoyeHu ¢ Bac gorosopuy;

OcHoBaHue 3a obpaboTBaHe: U3NbJiHEHNE Ha
AOroBOp WNM  CNasBaHETO Ha  3aKOHOBO
3agbrkeHne (un. 6, an.1 6. ,6“ nnn 6. ,B* OT
PernameHTta);

4.2 OcbluecTBsiBaHE Ha PUHAHCOBO-CHETOBOAHA
aenHoct ot ,CMNEKTPU* EOO[L npu 1 no nosoa

Ha CKIMlo4YeHnTe goroBopu, B ToBa

collected from and about you depending on
whether you are our client, counterparty and what
services of ours you use:

¢ Regarding the physical identity — full name,

PIN, ID details, telephone, email address,
image;

e Regarding the economic identity —
information about bank accounts;

e Interests — information, which you provide
about your interests;

¢ Information about sales — information about

purchases, including client number and
contract number, data about client
satisfaction, including complaints and
claims.

4. HOW CAN YOUR PERSONAL DATA BE
PROCESSED

The processing of your personal data under the
effective Bulgarian law and the principles of the
framework directives of the EU about the protection
of information and in particular the General Data
Protection Regulation EU/2016/679 (the
‘Regulation”) must be substantiated according to
one of several legal grounds and we are required to
indicate the purposes and the reasons for each
single use of your data.

4.1 The exercising of the rights and obligations of
Spectri LTD resulting from contracts entered
into with you;

Grounds for processing: performance of a
contract or compliance with legal obligation (Art. 6,

Para 1, letter “b” or letter “c” of the Regulation);

4.2 Performance of financial and accounting
activities of Spectri LTD upon and due to the
contracts entered into, including: receiving and
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Y)Cno: nony4vyaBaHe U HapexaaHe Ha ObJIDKUMU
Cymn no 0aHKOBM CMETKM, n3gaBaHe Ha

dakTypu

OcHoBaHue 3a obpaboTBaHe: U3NbiHEHNE Ha
OOrOBOPp  WMNM  Cna3BaHETO Ha  3aKOHOBO
3agbiokeHne (un. 6, an.1 6. ,6° unmn 6. ,B oT
PernameHTta);

4.3 OcbluecTBsABaHe Ha KOpecrnoHOaeHuust ¢
NnoTeHUManHu, HacTosLWmM U OUBLUM KITMEHTU Ha
LCIMEKTPW* EOO/L n obcnyxBaHe Ha KIMEHTU, B
TOBa 4YKUCIIO 3a Aa OTroBOpMM Ha BawwuTe Bbnpocu
N Oa ocbllecTBMM BalwunTe nckaHus, Hanpumep aa

Bun  wm3npatum  mMckaHUTE  OOKYMEHTM  unun
yBegoMmeHuss no umenn; ga Bwu wusnpawame
Ba)kHa MHpopmaums BbB Bpb3Ka c

B3aMMOOTHOWEHUATAa Mexay Hac UM OTHOCHO
NPOMEHN B HALLNUTE yCNnoBUA NI NONUTUKNA,

OcHoBaHue 3a obpaboTBaHe: N3NbrHEHNE Ha
AOroBOp WNU  CchNasBaHEeTO Ha  3aKOHOBO
3agbrkerdne (un. 6, an.1 6. ,6“ wnn 6. ,B* oT
PernameHTa); nnm M3pu4HoO cbrnacue Ha BCAKO
nuue (4n. 6, an.1, 6bykea ,a“ ot PermameHTa)
WM Ha OCHOBaHWE NErMTUMHUTE MHTEPEcU Ha
agMuHucTpaTtopa (4n. 6, an.1, ©6ykea ,e“ ot
PernameHTta);

4.4 3a Haww OM3Hec uenu, Hanpumep aHanua
Ha AaHHK, pa3paboTBaHe Ha HOBW MPOAYKTU U
ycnyrn, nogobpsisaHe Ha Hawwus Yebcawr,
nogobpsiBaHe Ha HaWMTe NPOAYKTU U YCIyru.

OcHoBaHMe 3a o6paboTBaHe: nerMTUMHUTE
nHTepecu Ha ,CIMNEKTPU* EOOL. JlermtumnHmnat
nHTepec Ha ,CMEKTPU* EOOL pa npepoctaes
MbPBOKMACHM MPOAYKTU W YCNyrn OTroBaps Ha
WMHTEPECUTE Ha KIMEHTa WM nopaaM ToBa € B
CbOTBETCTBME C U3MCKBaHUSITA Ha OEWCTBALLOTO B
Bbnrapus 3akoHogaTencTeo Nno 3almTa Ha JIMYHUTE
JaHHM M e [OoCTaTb4yHO OCHOBaHWE 3a TSXHOTO
obpaboTtBaHe.

4.5 BupgeoHabnogeHne Ha obekTute Ha
,CMEKTPW* EOO[L

OcHoBaHMe 3a oO6paboTBaHe: nNerMTUMHUTE
nHTepecu Ha ,,CIMEKTPU* EOOL, a nmeHHo: aa

ordering amounts due to bank accounts, issuing
invoices

Grounds for processing: performance of a
contract or compliance with legal obligation (Art. 6,
Para 1, letter “b” or letter “c” of the Regulation);

4.3 Keeping correspondence with potential, current
and former clients of Spectri LTD and servicing
clients, including to respond to your questions and
to perform your requests, for instance, to send you
the requested documents or notifications by email;
to send you important information in relation to our
relations or regarding amendments to our terms
and conditions or policies;

Grounds for processing: performance of a
contract or compliance with legal obligation (Art. 6,
Para 1, letter “b” or letter “c” of the Regulation); or
express consent of each person (Art. 6, Para 1,
letter “a” of the Regulation) or based on the
legitimate interests of the controller (Art. 6, Para 1,

letter “f” of the Regulation);

4.4 For our business purposes, for example, data
analysis, development of new products and
services, improvement  of our  Website,
improvement of our products and services.

Grounds for processing: the legitimate interests
of Spectri LTD. The legitimate interest of
Spectri LTD to provide first class products and
services corresponds to the interests of the
client and therefore, it complies with the
requirements of the personal data protection
legislation effective in Bulgaria and it s
sufficient ground for its processing.

4.5 Video surveillance of the sites of Spectri LTD

Grounds for processing: the legitimate interests
of Spectri LTD, namely: to provide the Ilawful
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ocurypu 3aKOHHOTO onepupaHe Ha
npeanpuaTMeTo, nOa Habnogasa paboTHUA
npouec, Aa OCUrypyM CUrypHOCTTa M OxpaHaTta
Ha npeaonpuSaTAETO, HEroButTe akTMBu U
TbProBCKX TaWHW, Ja OCUTYPU CUrYpPHOCTTa Ha
CNYXXUTENUTE NO BpeMe Ha paboTHUS npoLec.

Ha HawuTte 00eKkTn, Ha KOUTO Ce OCbLLEeCTBSABA
BMAeoHabnogeHme, nva noctaBeHun
WHpopmaunoHHn Tabenu ykasBawu TOBa.
OxpanutenHute kamepu paboTaT W npasBaT
3anncun BbB BCEKU OeH OT roavHarta, 24 yaca B
JEHOHOLLIETO.

Cpok 3a obpaboTBaHe Ha OaHHUTE: OCBEH ako
He OboaT uW3non3BaHW C LUen pascnegBaHe,
npeTeHuMn 3a Bpeaun, cbaebHn NPon3BOACTBA U
T.H.  NpM  Bb3HMKHAN  MHUMAEHT  (Hanp.
He3aKoOHHO BIM3aHe; yBpeXaaHe Ha cobCcTBeHOCTTa
Ha ,CIMEKTPN*“ EOOL; HapaHsiBaHe Ha Juue B
NMoOMeLLeHnsiTa; WM Bpeaou Ha  MNPOAYKTUTE
Ha ,CIMEKTPW* EOOL), BpemMeTo 3a CbXxpaHeHune
Ha [JdaHHUTE OT OXpaHuUTenHuUTe Kamepu e
TpuaeceT AHM OT Aartarta Ha 3anuca.

4.6 Jlvua, yNbLIAHOMOLWIEHU 3a TEeXHUYeckKo
obpaboTrBaHe Ha Bawute nNUYHU [aHHKU:
npegcrasutenn un cnyxutenu Ha ,CMNEKTPU®
EOOQ[, aHraxmpaHum ¢ agMUHUCTpUpaHe Ha
npoaaxouTte, NOrMcTUKa, cHabasiBaHe, KOHTPOI
Ha Ka4yecTBOTO, CYETOBOACTBO, NpaBeH oOTAen,
obLa agmMuMH1CTpaums.

4.7 TpaHcdep (NpenaBaHe) Ha AaHHW Ha ApPYrY
aAMMHUCTPATOPU Ha AAHHMU:

,CMEKTPN* EOO[ B kayecTtBOTO My Ha
aAMWUHNCTPATOP Ha NUYHU OaAHHW, € MOAYUHEHO Ha
3akoHogartenctsoto B Penybnuka Bbnrapus.
OpyxecTBOTO MOXe pgna 6bae 3agbimkeHo da
npegoctaem BawuTte nuYHM gaHHK, KoraTo €
HeoOXoOAuMO, Ha perynaTtopHuTe, CcbOebHUTE U
NONMLENCKUTE OPraHn U BNacTu, KakTo U Ha TpPeTu
CTpaHW, BbLB Bpb3Ka C MPOM3BOACTBA WK
pa3cnegBaHus. Korato e paspelueHo, Hue Lwe
Haco4YMM TakoBa uckaHe kbM Bac wnn we Bwu
yBeAOMUM npeau Aa OTroBOPUM, OCBEH ako TOBa
He e BbB Bpeda Ha npegoTBpaTtaBaHeTo

operation of the undertaking, to monitor the work
process, to provide for the safety and security of
the company, its assets and trade secrets, to
provide for the security of the employees during the
work process.

There are information boards at our sites, which
are under video surveillance, indicating that fact.
The security cameras work and make recordings
each day of the year, 24/7.

Term for data processing: unless it is used for
investigation purposes, damage claims, court
procedures etc. in the event of an accident (e.g.,
unlawful entering; damaging the property of
Spectri  LTD; injuring a person on the
premises; or damages to the products of Spectri
LTD, the period for keeping the data from the
security cameras is thirty days as of the date of
the recording.

4.6 Persons authorised for technical processing
of your personal data: representatives and
employees of Spectri LTD engaged with
the administration of the sales, logistics, supply,
quality control, accounting, legal department,
general administration.

4.7 Transfer of data to other data controllers:

Spectri LTD in its capacity as personal
data controller is subject to the law of the
Republic of Bulgaria. The Company may be
obliged to provide your personal data, when
necessary, to the regulators, the judicial and
police authorities, as well as to third parties in
relation to procedures or investigations. When it
is permitted, we will direct such request to you or
we will notify you prior to responding, unless this
is against crime prevention or crime solving.
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nnn paskpmBaHeETO Ha NpecTbhiyieHne.

MpepoctaBAHETO Ha fWYMHW OaHHM C  Uen
M3MbIIHEHNE Ha  3aKOHOBU  3a[bIIKEHUS,
CBbp3aHN ¢ Bawwute nNMYHM OaHHW, MOXe aa
3aBNCU OT KOHKPETHO 3anuTBaHe, OTMNpaBeHOo
KbM Hac OT CbOTBETHUTE KOMMNETEHTHWN OpraHu.

4.8 lNpenoctaBsHe Ha AaHHW Ha TpeTu nuua —
o6paboTBalyM NNYHN OaHHU

JlnyHnte paHHKM, koutTo cbbuMpame, morat Aa

The provision of personal data with the purpose to
perform legal obligations related to your personal
data may dependent on specific enquiry referred to
us by the respective competent authorities.

4.8 Provision of data to third parties — personal
data processors

The personal data we collect may be provided for

Obaat npepocrtaBeHM 3a obpaboTBaHe Ha TpeTw processing to their parties on behalf of Spectri

nua ot umeto Ha ,CIMNEKTPU® EOOQ,

BLTD in compliance with
CbOTBETCTBUE C U3NCKBaHUATa Ha PernameHTa u the

the requirements of
Regulation and upon providing protection

npu ocurypsieaHe 3awmTtata Ha npaBata Ha of the rights of the data subjects.

CcybeKTUTE Ha JaHHW.

Bawmnte nuyHum pgaHHM morat ga 6baat
obpaboTBaHM OT uMeTo Ha AgMUHUCTpaTopa
oT:

(i) AopyxecTBa, NpeaocTaBsLM YCNyrn Ha
,CMEKTPN* EOO[, kaTo IT nogapwbxka, IT
XOCTWHT, NpaBHM yCcnyrn, UHAHCOB OauT U ap.;

(i) oxpaHuTenHuTe hmpmu, ocblLUeCTBABALLA
BuaeoHabnogeHue Ha obektute Ha ,,CINEKTPA®
EOOQ.

4.9 TpaHchep Ha faHHM B ObpXaBuM WU3BBLH
EBponenckoTo MKOHOMMYECKO
NPOCTPaHCTBO

Your personal data may be processed on behalf of
the Controller by:

(i) companies providing services to Spectri
LTD, such as IT maintenance, IT hosting, legal
services, financial audit, etc.;

(ii) the security companies performing video
surveillance of the sites of Spectri LTD.

4.9 Transfer of data to counties outside the
European Economic Area

,CIMEKTPN* EOO[ Hama ga cnogens BawwuteSpectri LTD will not share your personal data

JINYHU
M3BbH

OaHHN c nuua,
EBponenckoTo

6asvpaHwwith persons based outside of the European
MKoHoMU4YeckoEconomic Area.

By way of sole exception, the

npoctpaHcTBo. Kato egumHcTBeHo u3kntoveHue Controller may need to provide your personal data

MOXe [Jda ce

Hanoxyn AOMUHUCTpaTOpbLT Aato

its affiliates from the Quarzwerke Group,

npegoctasun Bawwute nuyHM pgaHHM Ha cBouGermany.
CBbp3aHM nuua oT rpynata Ha ,KBapusepke”,

Fepmanus.

5. KAK 3ALLIUTABAME BALWWUTE JIMYHU OAHHW5. HOW WE PROTECT YOUR PERSONAL DATA

5.1 Hue 3awutaBame NUYHUTE AaHHU B CTPOro
CbOTBETCTBME C JencTsawoto 6bnrapcko
3aKOHOAATENCTBO M NPUHUUNWUTE Ha paMKOBUTE
OVpeKTMBM Ha EBponenckna cbioo3 3a 3awurta

5.1 We protect personal data in strict compliance
with the effective Bulgarian law and the principles
of the framework directives of the European Union
for protection of information and personal data

7
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Ha WHopMauMsaTa W NUYHWUTE JaHHU  (BKI.
PernameHt EC/2016/679).

5.2 BawaTta uHdoOpMaLuMsa ce CbxpaHsBa Ha
HalKM 3alUMTEHN CBLPBLPU WM Ha 3alUMTEHU
CbpBbPU HA HaWW MOAUSMBAHUTENN UMK
OG13Hec napTHLOPU (MK B onNpeaeneHn criyyau
WHOpMaLMATa Ce CbXpaHsBa U Ha XapTueH
HocuTen npu cna3BaHe Ha Heobxogumute
3awutn). WHdopmaumsta e JocTbnHa M ce
n3rnon3ea B CbOTBETCTBME C HALLUMUTE MOMUTUKU
W CcTaHgapTM 3a CurypHoct (unm Tes3n Ha

HawuMTe  noauM3nbiHWTENM  MnuM  Bu3Hec
napTHbOpPMX), BWMHarM Npu  crnasBaHe Ha
AeNCTBaLLoTo 3aKoHOAATENCTBO "

HeobXxoaMMUTE MEPKK 3a 3aLuTa.

5.3 Bcska WHdopmauus, KOATO pelumte ga Hu
npegocrasute 3a cebe cu, we Obae
CbXpaHsiBaHa Ha CUrypeH KOMMIOTbPEH CbPBBLP
B rp. Codwms 1421, yn. ,Baky“ Ne 5A.
CodbTtyepbT Ha cbpBbpa (SSL) kpuntupa
usanata nHdopmMaums, KoSTo HU NpegocTaBsaTe,
3a pa rapaHtMpame UK noagbpxame
CUIYPHOCTTa, UEeNoctta M [OCTbMHOCTTA Ha
Bawara nHdgopmanms.

5.4 Bbnpekun 4ye He MOXeM Ja rapaHTupame, 4ye
npefaBaHETO Ha LaHHW Mpe3 WHTEPHET Wnu
Yebcanta e 6e3 puck oT kubep artaku, HUe U
Hawwute BM3Hec napTHLOPY pPaboTuM yCUNEHO,
3a Oda nogabpxame Mepku 3a  Jusmyecka,
nepcoHanHa, JAOKyMeHTanHa W 3awuTta Ha
aBTOMAaTU3NPaHN MHPOPMALMOHHN CUCTEMMU MO
OTHOLWeHWe Ha BawwuTte gaHHM B CbOTBETCTBUE
C MpUIOXMMOTO 3akoHodaTencteso. Hanpumep
HWe npunarame cnegHUTe MepKu:

(@) cTporo orpaHumyeH [OOCTbM HaA HaLK
CNYXUTENN W noausnbnHUTENM a0 Bawwute
JaHHWn, npegoctaBeH camMo C  orneq
peanusvMpaHe Ha UenMTe, 3a KOWUTO ce
obpabotBaT M Ha 0asa HeobxoaMMOCT OT
y3HaBaHe;

(b) nMYHMTE OaHHM Cce CbXxpaHsBaT B
€eNeKTpoHeH BuMA B 06asn paHHM wnu B
crnogeneHn nanku, 3aWwuTeHn ¢ naponm unu c
pasnnyHn CTeneHun Ha oTopusauus;

(including Regulation EU/2016/679).

5.2 Your information is stored on our secured
servers or on secured servers of our
subcontractors or business partners (or in certain
instances, the information is stored on hard copy in
compliance with the necessary protections). The
information is accessible and it is used in
compliance with our policies and security standards
(or those of our subcontractors or business
partners), always in compliance with the effective
legislation and the necessary protection measures.

5.3 Each information, which you decide to provide
about yourself, will be stored on a secure computer
server in the town of Sofia 1421, 15A Baku
Street. The Software of the server (SSL) encrypts
the entire information, which you provide to us in
order to guarantee and maintain the security,
integrity and accessibility of your information.

5.4 Although we cannot guarantee that the transfer
of data through Internet or the Website does not
contain a risk of cyber attack, we and our business
partners work diligently to maintain measures of
physical, personal, documental protection and
protection of automated information systems
regarding your data in compliance with applicable
law. For instance, we apply the following
measures:

(@) strictly limited access of our employees and
subcontractors to your data, granted solely in order
to implement the purposes for which it is processed
and on need-to know-basis;

(b) personal data is stored in electronic form in
databases or in shared files protected by
passwords or with different degrees of
authorisation; monitoring and virus protection is
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ocbllecTBABa ce HabniogeHve u 3awura oT
BMPYCU; Cb3[aBaT Ce KOMUs U Pe3epBHU KoMus
3a Bb3CTaHOBSABaHE, CUCTEMUTE CbXpaHaABaT U
noroee C WUcTopusas 3a onepauumte C
AokymeHTuTe. [lo M3knoYeHne moraTt aa ce
CbXpaHaBaT U Ha MepcoHanHUTe KOMMITPU Ha
nvuarta ¢ npaBo Ha [OOCTbMN, MPU OcuUrypeHa
3aluTa, aHanorm4yHa Ha ropHara.

(c) BCUYKM XapTUEHN OOKYMEHTU, KOUTO MoraT
Aa cbabpxaTt Bawm nuyHn gaHHm, ce

CbXxpaHsBaT B apxvB B

crpagata Ha AaMuHucTpartopa B rp.
CeHoBo 7038, yn.,[1u6pasa“ Ne 8, u B MHOro
orpaHuyeHa cteneH B ocuca Ha AoMUHUCTpaTopa B
Codous, yn.,O6opuwe” Ne 43

(d) Ha obekTuTEe Ha AgMUHUCTpaTopa, KbAETOo ce
n3BbpLUBa obpaboTBaHe Ha NMYHU AaHHK, ce
OCbLLECTBSIBA JEHOHOLLIHA om3uyecka n/mnm
TexHn4ecka (Ypes CUrHanHo-oxpaHuTenHa TexHuka
N BUOeoHabnogeHne) oxpaHa; NpoTMBONoXapHa
3almTa, BbBeAeHN ca npoueaypu 3a KOHTPon Ha
husnyecknsa 4oCTb.

(e) nepcoHanbT Ha AOMUHUCTPaTopa, KONTO
06paboTBa NUYHK AaHHK, € 3ano3HaT C
N3NCKBaAHNATA Ha AEeNCTBALLOTO 3aKOHOAATENCTRBO,
¢ nonutuknte Ha ,,,CMNEKTPUN“ EOQO[ cbe
CbLLIECTBYBALLUTE PUCKOBE U CLIeHapun 3a
OencTBMe Npu HacTbNBaHETO UM.

(f) mpeoBugeHa e 1 gOroBopHa 3alumTa no
JorosopuTte ¢ TpeTu nuua — obpaboTealLy NNYHKU
AaHHu oT umeTo Ha ,,,CIMEKTPU* EOOL.

performed; copies and backup copies are created;
the systems store
operations with the documents.
exception,
computers of the persons with right to access upon
ensured security analogous to the above.

logs with history of the
By way of
it may be stored on the personal

(c) all paper documents which may contain your
personal data are kept in archive in the building of
the Controller in town of Sofia 1421, 15A Baku
Street and to a very limited extent in the office of
the Controller in town of Sofia 1421, 15A Baku
Street

(d) the sites of the Controller where personal data
is processed, are provided with 24/7 physical and
technical security (through signalling and/or
security technology and video surveillance); fire
safety, procedures for control of the physical
access are implemented.

(e) the Staff of the Controller who process
personal data are acquainted with the
requirements of the effective legislation, with the
policies of Spectri LTD, with the existing risks and
scenarios for action upon their occurrence.

(f) there are provisions for contractual
protection under contracts with third parties —
personal data processors on behalf of Spectri LTD.

6. KONMKO Oblro CBbXPAHABAME
BALUUTE NNYHUN OAHHU
6.1 CbxpaHsiBame BawwuTte pgaHHM TOnkoBa

OBbIro, KONKOTO € Heobxoaumo ¢ ornej uenta,
3a KOATO cme 1 nonyymnn. Ako gaHHute Bu ce
obpaboTteaT 3a ABe UuUenu, We M 3anasum,
JokaTo uUenta € No-Abnbr  nepuon  3a
obpaboTBaHe Obae OCblLIECTBEHA; HO LWe
cnpeMm ga m obpaboTBame 3a gpyraTa uen c
no-KpaTbK nepuon, crief M3TUYaHEeTO Ha To3u
no-KpaTbK Nepuoa.

6. HOW LONG WE KEEP YOUR PERSONAL
DATA

6.1 We store your data as long as necessary in
view of the purpose for which we have obtained it.
If your data is processed for two purposes, we will
keep it until the purpose with the longer period of
processing is completed but we will stop
processing it for the purpose with the shorter period
after this shorter period has expired.
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6.2 Hue orpaHnyaBame poctbna go Bawwute
JaHHM 00 Te3uM nuua, Kouto TpsibBa ga rm
obpaboTBaT 3a cCbOTBETHAaTa Len.

6.3 MNpn onpeneneHn obcTosATencTea MoXeM aa
CbXxpaHsBamMe BawmTte nMYHM gaHHM 3a no-
ObIrM NepMoamn oT BpeMe, ako CMe 3agbilKeHU
Mo 3aKOH, C aKT Ha KOMMETEHTEH OpraH unu 3a
Ja vmamMe TOoYeH 3anuc Ha Bawwure
B3aMMOOTHOLLEHNS] C Hac B crnyyanm Ha anbwu
WM  aKo OCHOBAaTEeNHO cyuTamMe, 4Ye wuma
Bb3MOXHOCT 3a CbAebHM cropoBe C orned Ha
kouto Bawute nuuHnM pgaHHM we Obaat
HeoOxoaMmu.

6.4 lepuoaouTte Ha CbxpaHeHue ce OcHoBaBaT
Ha BU3HeC HyXXauTe Ha Opy)XecTBaTa OT rpynara
Ha ,CMNEKTPW* EOO[ n CbrnacHo
NPUNOXNUMOTO  3aKOHOAATENCTBO. NnyHute
JaHHW, KOUTO Be4ye He ca Heobxogumu, ce
aHOHMMU3MpAT (aHOHMMU3UPAHUTE OAaHHM MoraT
Aa 6baaT 3anaseHun, HO Te Beve HAMAaT Bpb3ka C
Bac) nnn ce yHuuioxagar.

7. BAWUUTE TMNPABA 3A 3AWUUTA HA
NWYHUTE OAHHU

Bvue umate onpeneneHu npaBa BbB Bpb3ka C
Bawwute nuyHM gaHHKW, Kato Hanpumep umare
npaeo Aa:

(@) nouckate oT Hac pga Bwu npepoctaBum
AONbIHUTENHA MHQOPMaUMa 3a TOBa Kak ce
nonseaTt Bawute gaHHu;

(b) nomuckate oT Hac pga Bu npepoctaBum
goctbn go Bawute nuyHm gaHHm n ga Bw
npeaocTaBuUM KOMue oT THX;

(c) mnonyuyute nuyHuTEe gaHHW, kouto Bu 3acarat
MW CTe HM nNpegocTaBunn, B CTPYKTYpPUPaH,
LUMPOKO M3MON3BaH M MpPUrodeH 3a MAaLUMHHO
yeTeHe dopmaT U — KOrato € TEexXHUYECKU
Bb3MOXHO - [a MPexXBbpnuTe Te3n AaHHM Ha
Opyr aamuHucTpaTop ©0e3npensaTCTBEHO, ako
obpaboTBaHeTo Ha Bawute gaHHM ce ocHoBaBa
Ha BaweTto cbrmacuve wnu [OroBop M ce
M3BbpLUBA Ype3 aBTOMaTU3NpaHU CpeacTBa;

6.2 We restrict the access to your data to those
persons who need to process it for the respective
purpose.

6.3 Under certain circumstances we may keep your
personal data for longer periods of time, if we are
obliged under law, by an act of competent authority
or in order to have a correct record of your relations
with us in the event of complaints or if we have
reason to believe that there is a possibility of court
disputes in view of which your personal data will be
needed.

6.4 The periods for keeping are based on the
business needs of the companies of the group of

Spectri LTD and according to the
applicable legislation. The personal data, which
is no longer needed, is anonymised (the

anonymised data may be kept but it is no longer
linked to you) or it is destroyed.

7. YOUR PERSONAL DATA PROTECTION
RIGHTS

You have certain rights in relation to your personal
data and for example, you have the right to:

(a) request us to provide additional information
about how your data is used;

(b) request us to provide access to your personal
data and to provide you with a copy thereof;

(c) receive the personal data which refers to you
and which you have provided to us, in a structured,
commonly used format suitable for machine
reading and when technically practicable - to
transfer such data to another controller without any
obstructions, if the processing of your data is based
on your consent or agreement and it is performed
through automated means;

10
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(d) nouckaTte OT Hac ga akryanusupame BCUYKU
HETOYHOCTM B [AHHUTE, KOUTO CbXpaHsiBaMe U
Aa v nonpasum;

(e) nouckate OT Hac pga w3TpMeM wunn aa
aHOHVMMM3MPaMe BCUYKU OaHHU, 3a KOUTO BeYe
HsIMamMe 3aKOHHO OCHOBaHMe ga obpaboTeame;

(f) HanpaBuTe BbBb3paxeHWe cpeLlly Bcska
obpaboTka (BKMUUTENHO npodunmpaHe) Bb3
OCHOBa Ha NErMTUMHW UHTEPECH, ako cuuTarte,
ye Bawwute dyHOameHTanHu npaea u ceoboau
HapaensBaTt Hag HaluTe NerMTUMHU UHTepecy;

(g) HanmpaBuTe Bb3paxeHue cpelly BcsHKa
obpaboTka ¢ uen aBTomaTn3npaHo B3emMaHe Ha
WHOMBMAYarNHW pelleHnsi, korato ToBa Bw
3acsra CbLECTBEHO;

(h) nomckate OT HaAc pfga  oOrpaHWMYNM
obpaboTtBaHeTo Ha Bawwute paHHuM, Hanp.
AokaTo ce pascrnegsa xanba.

YnpaxHsiBaHETO Ha Te3n npaBa Moanexu Ha
onpeneneHy W3KMOYEHUs!, Hanpumep Korarto
TpsibBa Oa ce 3aWwuUTAT 06LLEeCTBEHUA UHTEpEC,
WNW  HalKUTe UHTepecu, WM npasata U
cBoboauTe Ha OpyruTe. AKO ynpaxHsasaTe
HAKOE OT MOCOYEHUTE MNpasa, HUE Liie NPoBepuM
Baweto npaBo ga ro ynpaxHute U Lie
oTroBopuM 6e3 HeHy)XHO 3abaBsiHe, HO He Mo-
KbCHO OT eAuH Mecel,. [1pu No-CnoXxHW criyyam
UNKU ako cMe MOMy4YUn MHOroBPOMHN UCKaHWS,
TO3M nepuoa Moxe Ada O6bae yAbIDKEH C olle
[ABa Mecela, 3a KoeTo lie Bu uHdpopmupamve
CBOEBPEMEHHO.

AKO uMMaTe HSAKakBM  BBMPOCU  OTHOCHO
obpaboTBaHeTo Ha Bawwute gaHHU, cBbpXeTe
Ce C Hac 4ype3 MOCOYEHUTe B HA4anoTo Ha
MonuTukaTta AaHHM WU NnUUe 3a KOHTAKT C
AoMuHucTpaTopa (MOHeAenHUK - NeTbK OT
09:00 po 18:00 yaca).

OCHOBHO nMLUE 3a KOHTaKT BbB Bpb3ka C
BCAKaKBM Npobnemu, Bb3HWMKHANM Mpu U Mo
nosog obpaboTrBaHe Ha Bawwmte nuYHM OaHHwM,
BKMIOYMTENHO WCKaHUA 3a YhpaxHsBaHe Ha

(d) request us to update all incorrectness in the
data which we store and to correct it;

(e) request us to delete or anonymise all data for
which we have no legal grounds to process
anymore;

(f) make an objection against any processing
(including profiling) based on legitimate interests, if
you believe that your fundamental rights and
freedoms prevail over our legitimate interests;

(g) make an objection against any processing with
the purpose of automated making of individual
decisions when this affects you substantially;

(h) request us to restrict the processing of your
data, e.g. while a complaint is being considered.

The exercising of these rights is subject to
individual exceptions, for example, when public
interest or our interests need to be protected or the
rights and freedoms of the others. If you exercise
any of the stipulated rights, we will inspect your
right to exercise it and we will respond without
unreasonable delay but not later than in one
month. In more complicated instances or if have
received numerous requests, this period may be
extended by two more months and we will inform
you thereof in due time.

If you have any questions regarding the processing
of your data, please, contact us by using the
contact details and contact person of the
Controller indicated at the beginning of the
Policy (Monday - Friday from 9 a.m. to 6 p.m.).

The key contact person in relation to all problems
occurring upon or due to the processing of your
personal data, including requests for exercising
your rights is the contact person of the

11



spectr!

Cneyuaaucmume no wym u Bubpayuu

BawwwuTe npaBa, € NOCO4YEHOTO B Ha4YanoTo Ha
MonutukaTta nvuue 3a KOHTaKT c
AaMuHucTpaTopa.

AKO He cTe yaoBneTBOpeHu OT obpaboTBaHeTo
Ha BalumMTe gaHHW unu OT Halums OTroBOP MNpwU
ynpaxHsiBaHe Ha Te3n npaea, MMaTe NpaBo Aa
nogagete onnakeaHe p[o Komucusata 3a
3awmTa Ha NMYHUTEe AaHHU, Ha agpec: Codumsa
1592, 6yn. Mpod. LiseTtaH Jlasapos” Ne 2; ten.:
02/91-53-518, yebcant: hitps://www.cpdp.bg.

Controller, as stated at the beginning of the
Policy.

If you are not satisfied with the processing of your
data or with our response when exercising those
rights, you have the right to file a complaint to the
Commission for protection of personal data at
the following address: Sofia 1592, 2 Tsvetan
Lazarov Blvd., tel. 02/91-53-518, website:
https://www.cpdp.bg. Please, try to resolve the

Monum BM npeau TOoBa Aa ce onuTtaTte Aa
paspewmTe npobnema c Hac, BbNpekn ue
umate npaeo ga ce cebpxeTte ¢ Komucusra 3sa
3aliuTa Ha NUYHUTE JaHHW MO BCHAKO BPEME.

8. BUCKBUTKU
HawwmaTt YebcanT He nsnonssa OUCKBUTKN.
9. AKTYAITIM3NPAHE HA MNMOJIUTUKATA

Hve Moxem pa npaBMM nNpPOMEHW B Tasu
MonuTtuka oT Bpeme Ha Bpeme. [lpomeHuTe B
Tasn [lonuTuka wWe BNG3aT B cuna, KoraTto
npepasrnegaHara Monutuka Oobae
nybnukysaHa Ha Yebcanta. Ako Bwue
usnonssare Hawwma YebcawT wunu Hawwute
ycnyrm crief, NpoMeHuTe, ToBa Le ce ThiKyBa

kKaTo npuvemaHe oT Bawa cTpaHa Ha
akTyanusunpaHaTta lNMonutuka.
,CMNEKTPU“ EOOQL

issue with us first, although you have the right to
contact the Commission for the protection of
personal data at any time.

8. COOKIES

Our website does not use cookies.

9. POLICY UPDATE

We can make amendments to this Policy from time
to time. The amendments to this Policy will come
into effect when the revised Policy is published on
the Website. If you use our Website or our

services after the amendments, this will be deemed
as your acceptance of the amended Policy.

Spectri LTD
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